Kent Fraud Alert System
Latest fraud scams

HMRC Scams – From Action Fraud.
A timely reminder from Action Fraud, who are aware of continuing emails Impersonating HMRC offering tax
refunds as a result of Coronavirus. If you get a call or message claiming to be from HMRC that asks you to
click on a link or to give information such as your name, card or bank details, it’s a Scam. Never click on any
links and if you receive and email, please forward to Phishing@hmrc.gov.uk If it is a suspicious text message
or phone call, disconnect the call and report this to Action Fraud with full details of the callers.
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Puppy Scam
We are still receiving reports about this scam. Kent Public Protection became aware this week of a Kent
resident targeted by this scam, the victim called at homes in Allington trying to find the puppy seller she
had paid but this turned out to be a fraud. Never buy a puppy without first visiting and seeing the puppy
and mother at home and never release monies without seeing the animal. If you are considering getting a
puppy, please refer to the link below for the Dog’s Trust with lots of useful information on how to stay safe
when purchasing a new pet.

https://www.dogstrust.org.uk/help-advice/getting-or-buying-a-dog/

Council Tax Refund Fraud
A resident last week received the below email stating they were entitled to a council tax
reduction.
Although the email states that it is from Council Tax – GOV.UK, if you hover your curser above the email
address, it will reveal the true email address, which in this case is registered in Holland. Secondly, the email
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has not been addressed to the intended victim personally but instead to their email address which no
organisation would do. Finally, the council would never send you an email and ask you to click on a link like
this. I have removed the link from the below email. Please stay alert if you receive anything like this.
If you receive any suspicious emails, then please forward them to - report@phishing.gov.uk.
From: Council Tax - GOV.UK
Sent: 15 July 2020 00:14
To: XXXXXXXXXXXX@hotmail.co.uk
Subject: You have a new message from GOV.UK about your Council Tax | You are getting a CTR. | Your COUNCILTAXGOV.co.uk #20293366986514752 of 1 item /Ref:/4mrmazi43
Council Tax Reduction
You have a new message from GOV.UK about your Council Tax
Hi XXXXXX@hotmail.co.uk,
Working out your Council Tax
You`ll need to know 3 things:
•
•
•

the valuation band for your home in England and Wales or in Scotland
how much your local council charges for that band
whether you can get a discount or exemption from the full bill

You are getting a Council Tax Reduction (this used to be called Council Tax Benefit) considering you`re on
a low income or get benefits.
•

Total amount of benefits: GBP 385.50

•

The refund amount will be transferred directly on your Debit/Credit Card.
Apply now to claim the reductions made over your past 5 years of Council tax payments.

The information in this electronic e.Mail message is private and confidential, and only intended for the
addressee.
Thanks
The Government Digital Service Team
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From Action Fraud 24/07/2020 - New Paypal Scam
SCAM WARNING
We've received over 1,000 reports in 24 hours about these fake PayPal emails. They lead to
genuinelooking sites that steal your personal information. If you receive one, you can report it by
forwarding the email to: Report@phishing.gov.uk
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